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Transcription




Number-Theoretic Algorithms(RSA and related algorithms)Chapter 31, CLRS bookp1.
Outline Modular arithmetic RSA encryption scheme Miller-Rabin algorithm (a probabilistic algorithm)p2.
Modular Arithmeticp3.
Integers a b: a divides b, a is a divisor of b.gcd(a, b): greatest common divisor of a and b.Coprime or relatively prime: gcd(a, b) 1.Euclid's algorithm: compute gcd(a, b).Extented Euclid's algorithm: compute integersx and y such that ax by gcd(a, b).p4.
Integers modulo n Let n 2 be an integer. Definition: a is congruent to b modulo n, writtena b mod n, if n (a b), i.e., a and b have thesame remainder when divided by n. Note: a b mod n and a b mod n are different. Definition: [a]n x Z : x a mod n . [a]n is called a residue class modulo n, and a is arepresentative of that class.p5.
There are exactly n residue classes modulo n :[0], [1], [2],, [ n 1]. If x [a ], y [b], then x y [a b] and x y [a b]. Define addition and multiplication for residue classes:[a] n [b] [a b][a] n [b] [a b].p6.
Group A group, denoted by (G, ), is a set G with abinary operation such that1. x, y G, x y G (closure)1. x ( y z ) ( x y ) z (associativity)2. e G s.t. x G, e x x e x (identity)3. x G, y G s.t. x y y x e (inverse) A group (G, ) is abelian if x, y G, x y y x. Examples: ( Z , ), (Q, ), (Q \{0}, ), ( R, ),( R \{0}, ).p7.
Define Z n [0], [1], ., [n 1] . Or, more conveniently, Z n 0, 1, ., n 1 . Z n , forms an abelian additive group. For a, b Z n ,a b (a b) mod n. (Or, [a ] [b] [a b] [a b mod n].)0 is the identity element.The inverse of a, denoted by a, is n a. When doing addition/substraction in Z n , just do the regularaddition/substraction and reduce the result modulo n.In Z10 , 5 5 9 4 6 2 8 3 ?p8.
1Z, isnotagroup,because0does not exist. n Even if we exclude 0 and consider only Z n Z n \ {0}, 1Z, isnotnecessarilyagroup;someamay not exist. n For a Z n , a 1 exists if and only if gcd( a, n ) 1.p9.
Let Z n* a Z n : gcd( a, n) 1 . Z n , is an abelian multiplicative group. a b ab mod n.a b ab mod n.1 is the identity element.The inverse of a, written a 1 , can be computed by theExtended Euclidean Algorithm.* For example, Z12 1, 5, 7,11 . 5 7 35 mod12 11. Q: How many elements are there in Z n* ?p10.
Euler's totient function: (n) Z n* a : a Z n and gcd( a, n) 1 Facts:1. ( p e ) ( p 1) p e 1 for prime p2. ( ab) ( a) (b) if gcd(a, b) 1p11.
Let G be a (multiplicative) finite group. Lagrange's theorem: For any element a G, a G e. Corollary: For any element a G, a m am mod G. Euler's theorem:If a Z n* (for any n 1), then a ( n ) 1 in Z n* . Fermat's little theorem:If a Z *p ( p a prime), then a ( p ) a p 1 1 in Z *p .p12.
Example: n 15 Z15* 1, 2, 4, 7, 8, 11, 13, 14 Z15* (15) (3) (5) 2 4 8a Z15* : ord( a ) :1 2 4 7 8 11 13 141 4 2 4 4 2 4 2 ord( a ) : smallest integer k such that a k 1. a ( n ) a 8 1 13816243240481 ?p13.
Algorithms gcd a, b 1 a mod n a k mod n Running time: O log 3 n Here we assume a, b Z n .p14.
Euclid's Algorithm Given n a b 0, compute gcd(a, b). (a, b Z n ) Theorem: If b 0, gcd(a, b) a.If b 0, gcd(a, b) gcd(b, a mod b) Euclid(a, b)if b 0then return(a)else return Euclid(b, a mod b) The number of recursive calls to Euclid is O(log n). Computing a mod b takes O(log 2 n).15p15.
Extended Euclidean AlgorithmGiven a b 0, compute x, y such that d gcd(a , b) ax by.Example: gcd(299,221) ?299 1 221 78221 2 78 6578 1 65 1365 5 13 0gcd(229,221) 13 78 65 78 ( 221 2 78) 3 78 221 3 ( 299 1 221) 221 3 299 4 221p16.
Extended Euclidean AlgorithmGiven a b 0, compute d , x, y such that gcd(a, b) d ax by.Extended - Euclid( a, b)if b 0 thenreturn(a,1, 0)else(d , x , y ) Extended - Euclid(b, a mod b) (d , x, y ) d , y , x a b y return(d , x, y )p17.
Correctness Proof If b 0, gcd(a, b) a a 1 b 0.The returned answer ( a,1,0) is correct. If ( d , x , y ) is correct, gcd(b, a mod b) d b x (a mod b) y gcd(b, a mod b) d b x a a b b y gcd(a, b) d a y b x a b y ( d , x, y ) d , y , x a b y is correctp18.
How to compute a 1 mod n ? 1 Compute a in Z .*n 1 a exists if and only if gcd(a, n) 1. Use extended Euclidean algorithm to find x, ysuch that ax ny gcd(a, n) 1 (in Z ) [a][ x] [n][ y ] [1] [a][ x] [1](since [n] [0]) [a] 1 [ x]. Note: may omit [ ], but reduce everything modulo n.p19.
Example Compute 15 1 mod 47. Using extended Euclidean algorithm, we obtaingcd(15, 47) 1 15 22 47 715 1 mod 47 22*That is, 15 1 22 in Z 47p20.
Algorithm: Square-and-Multiply(x, c, n)Comment: compute x c mod n, where c ck ck 1c0 in binary.z 1for i k downto 0 doz z 2 mod nif ci 1 then z z x mod nreturn (z ) x c 2 cNote: x x c 2 x2if c is even2if c is oddp21.
Example: 1123 mod18723 10111bz 1z z 2 11 mod 187 11 (square and multiply)z z 2 mod 187 121(square)z z 2 11 mod 187 44 (square and multiply)z z 2 11 mod 187 165 (square and multiply)z z 2 11 mod 187 88(square and multiply)p22.
RSA Encryptionp23.
Public-key EncryptionBobmAlice’spublic keyEplaintext encryptionalgorithmcciphertextAlice’ssecret keyAliceDmdecryptionalgorithmp24.
The RSA Cryptosystem By Rivest, Shamir & Adleman of MIT in 1977. Best known and most widely used public-key scheme. Based on the assumed one-way property of modularpowering:f : x x e mod n(easy)f 1 : x e x mod n(hard) In turn based on the hardness of integer factorization.p25.
Idea behind RSAIt works in group Z . Let x Z be a message.*nEncryption (easy):Decryption (hard):*nRSAx xeRSA 1x x eDecryption (easy with "trapdoor"):RSA 1x x eLooking for a "trapdoor": ( x e )d x.If d is a number such that ed 1mod (n), thened k (n) 1 for some k , and(x ) x xe ded ( n ) k 1 x (n) k x 1 x x.p26.
RSA Cryptosystem Key generation:(a) Choose large primes p and q, and let n : pq.(b) Choose e (1 e ( n )) coprime to ( n ), andcompute d : e 1 mod ( n ). ( ed 1 mod ( n ).)(c) Public key: pk ( n, e). Secret key: sk ( n, d ). Encryption: E pk ( x ) : x e mod n, where x Z n* . Decryption: Dsk ( y ) : y d mod n, where y Z n* .p27.
RSA Example: Key Setup Select two primes: p 17, q 11.Compute the modulus n pq 187.Compute (n) ( p 1)( q 1) 160.Select e between 0 and 160 such that gcd(e,160) 1.Say e 7. Compute d e 1 mod (n) 7 1 mod160 23(using extended Euclid's algorithm). Public key: pk (e, n) (7, 187). Secret key: sk (d , n) (23, 187).p28.
RSA Example: Encryption & Decryption Suppose m 88. Encryption: c me mod n 887 mod187 11. Decryption: m c d mod n 1123 mod187 88. When computing 1123 mod187, we do not firstcompute 1123 and then reduce it modulo 187. Rather, use square-and-multiply, and reduce intermediateresults modulo 187 whenever they get bigger than 187.p29.
Attacks on RSAp30.
Attacks on RSA There are many attacks on RSA:brute-force key searchmathematical attackstiming attackschosen ciphertext attacks The most important one is integer factorization:If the adversary can factor n into pq. Then he cancalculate (n) ( p 1)(q 1) and the secret keyd e 1 mod (n).p31.
Integer Factorization A difficult problem. More and more efficient algorithms have been developed. In 1977, RSA challenged researchers to decode aciphertext encrypted with a modulus n of 129 digits (428 bits).Prize: 100. RSA thought it would take quadrillion yearsto break the code using fastest algorithms and computersof that time. Solved in 1994. In 1991, RSA put forward more challenges (called RSA numbers),with prizes, to encourage research on factorization.p32.
RSA Numbers Each RSA number is a semiprime. (A number issemiprime if it is the product of two primes.) There are two labeling schemes.by the number of decimal digits:RSA-100, ., RSA-500, RSA-617.by the number of bits:RSA-576, 640, 704, 768, 896, 1024, 1536, 2048.p33.
RSA Numbers which have been factored RSA-100 (332 bits), 1991, 7 MIPS-year, Quadratic Sieve. RSA-110 (365 bits), 1992, 75 MIPS-year, QS. RSA-120 (398 bits), 1993, 830 MIPS-year, QS.RSA-129 (428 bits), 1994, 5000 MIPS-year, QS.RSA-130 (431 bits), 1996, 1000 MIPS-year, GNFS.RSA-140 (465 bits), 1999, 2000 MIPS-year, GNFS.RSA-155 (512 bits), 1999, 8000 MIPS-year, GNFS.RSA-160 (530 bits), 2003, Lattice Sieve. RSA-576 (174 digits), 2003, Lattice Sieve. RSA-640 (193 digits), 2005, Lattice Sieve. RSA-200 (663 bits), 2005, Lattice Sieve.p34.
RSA-200 ,869,221,823,983.p35.
Remark In light of current factorization technologies,RSA recommends using an n of 1024-2048 bits.p36.
Generating large primesTo set up an RSA cryptosystem,we need two large primes p and q.p37.
How to generate a large prime number? Generate a random odd number n of desired size. Test if n is prime. If not, discard it and try a different number.p38.
Primality test : Is n a prime? Can it be solved in polynomial time? A long standing open problem until 2002. AKS(Agrawal, Kayal, Saxena) : O log n 12 Later improved by others to O log n to O log n 6 .10.5 . , and then In practice, Miller-Rabin's probabilistic algorithm is still the most popular --- much faster, O log n .3p39.
Miller-Rabin primality test : Is n a prime? Using some characteristic property of prime numbers:n is prime a 2. n , a does not divide n. Miller-Rabin's idea: look for some property P(a) s.t.n is prime For all a Z n* , P(a) truen not prime For at most a portion 1 k of elementsa Z n* , P(a ) true Algorithm: Randomly pick t elements a Z n* .If P(a) is true for all of them then return primeelse return composite. A "prime" answer may be incorrect with probability 1 k tp40.
Z*nP(a) trueIf n is prime, then for all a Z n* , P(a) is true.p41.
Z*nP(a) trueIf n is not prime, then there are strong witnesses,which are elements a Z n* s.t*nP(a ) false.Say, at most 1 k of Z are black.p42.
The property P(a) Write n 1 u 2k , where u is odd. a u 1 mod n or Let P(a) iu2 a 1 mod n for some i, 0 i k 1 Consider the sequenceuu2a ,a ,au 22,,au 2k 1p43.
If n is prime, then P(a) true for all a Z n . If n is an odd composite and not a prime power,then at most one half of the elements a Z n* areblack (i.e., P(a) true). A composite number n is a prime power if n p efor some prime p and integer e 2; a perfect powerif n k e for some integer k and e 2.)p44.
Algorithm: Miller-Rabin primality testInput: integer n 2 and parameter tOutput: a decision as to whether n is prime or composite1. if n is even, return "composite"2. if n is a perfect power, return "composite"3. for i : 1 to t dochoose a random integer a, 2 a n 1if gcd(a, n) 1, return "composite"if a is a strong witness, return "composite"4. return ("prime")p45.
Analysis: Miller-Rabin primality test If the algorithm answers "composite", it is always correct. If the algorithm answers "prime", it may or may not be correct. The algorithm gives a wrong answer if n is composite butthe algorithm fails to find a strong witness in t iterations. This may happen with probability at most 2 t . Actually, at most 4 t , by a more sophisticated analysis.p46.
Monte Carlo algorithms A Monte Carlo algorithm is a probabilistic algorithmwhich always gives an answerbut sometimes the answer may be incorrect. A Monte Carlo algorithm for a decision problem is yes-biasedif its “yes” answer is always correct but a “no” answer maybe incorrect with some error probability. A t -iteration Miller-Rabin is a “composite”-biased Monte Carloalgorithm with error probability at most 1 4t .p47.
Las Vegas algorithms A Las Vegas algorithm is a probabilistic algorithmwhich may sometimes fail to give an answerbut never gives an incorrect one A Las Vegas algorithm can be converted into aMonte Carlo algorithm.p48.
Each RSA number is a semiprime. (A nu mber is semiprime if it is the product of tw o primes.) There are two labeling schemes. by the number of decimal digits: RSA-100, . RSA Numbers x x., RSA-500, RSA-617. by the number of bits: RSA-576, 640, 704, 768, 896, , 151024 36, 2048.
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Rsa Security Management - Ndm 


- RSA Archer eGRC Suite: Out-of-the-box GRC solutions for integrated policy, risk, compliance, enterprise, incident, vendor, threat, business continuity and audit management - RSA Policy Workflow Manager: RSA Data Loss Prevention and RSA Archer eGRC Platform - RSA Risk Remediation Manager: RSA Data Loss Prevention and RSA Archer
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RSA Corporate PowerPoint Template 


RSA SecurID for Windows logon BlackBerry software token Site-to-user authentication SAML 2.0 co-authors 2001 - 2002: SMS authentication Palm Pilot software token Windows Mobile software token 1986: Time-synchronous OTP (RSA SecurID) 1977: RSA Algorithm RSA Identity Assurance Apple Face ID Apple Watch 2015: 1996: RSA SecurID software token 2006 .
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Hourglass Schemes: How to Prove that Cloud Files Are … 


Marten van Dijk RSA Laboratories Cambridge MA marten.vandijk@rsa.com Ari Juels RSA Laboratories Cambridge MA ari.juels@rsa.com Alina Oprea RSA Laboratories Cambridge MA alina.oprea@rsa.com Ronald L. Rivest MIT Cambridge MA rivest@mit.edu Emil Stefanov UC Berkeley Berkeley CA emil@berke
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FIPS 140-2 Level 3 Validation Non-Proprietary Security Policy 


Generates a RSA key pair and exports it Session ID, public exponent and modulus length Status and key data RSA key generation, no store and cipher Generates a RSA key pair and exports it in VIS format Session ID, public exponent, modulus length and the exporting key ID Status and ciphered key data RSA private Performs a RSA private encryption .
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Solution Brief Rsa Netwitness Platform 


RSA NETWITNESS LOGS AND RSA NETWITNESS NETWORK RSA NetWitness Logs and RSA NetWitness Network provide security visibility across your infrastructure, from on-premises data centers to public cloud services. It captures real-time data from logs and network packets, as well as NetFlow data, and applies deep analytics, machine learning, UEBA and threat
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2016 Global Network Security Forensics Enabling Technology Leadership Award 


The current RSA incident detection and network forensics platform, RSA Security Analytics with RSA ECAT for the endpoint is a combination, and evolution of several well-reputed predecessor products. In April 2011, RSA acquired NetWitness. NetWitness provided RSA with packet decoding, network visibility, and an investiga tion platform.
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Primes, Factoring, and RSA A Return to Cryptography - Wellesley College 


RSA is hard relative to GenRSA The RSA experiment RSA-invA,GenRSA(n): 1. Run GenRSA(1n) to obtain (N,e,d). 2. Choose y Z N. 3. A is given N,e,y, and outputs x 2 Z N. 4. The output of the experiment is deﬁned to be 1 if xe y mod N, and 0 otherwise. Deﬁnition 8.46. We say that the RSA problem is hard relative to
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Government Security Classifications 


The threat profile for SECRET anticipates the need to defend against a higher level of capability than would be typical for the OFFICIAL level. This includes sophisticated, well resourced and determined threat actors, such as some highly capable serious organised crime groups and some state actors. Reasonable steps will be taken to protect information and services from compromise by these .
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Request for Proposals for VILLAGE SOLICITOR

705.11 Village solicitor or city director of law - duties. “The village solicitor or city director of law shall act as the legal advisor to and attorney for the municipal corporation, and for all officers of the municipal corporation in matters relating to their official duties.
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Appellee'S Answering Brief - Dol

APPELLEE'S ANSWERING BRIEF . KATE S. O'SCANNLAIN THOMAS TSO . Solicitor of Labor Counsel for Appellate and Special Litigation . G. WILLIAM SCOTT Associate Solicitor JEFFREY M. HAHN for Plan Benefits Security Senior Trial Attorney . U.S. Department of Labor Office of the Solicitor 200 Constitution Ave. N.W. Room N-4611 Washington, D.C. 20210
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Alb erta Solicitor Gene nd Min of Publi c Sec

Alberta Solicitor General and Ministry of Public Security Alberta Basic Security Training Jan-14 Module One: Introduction to the Security Industry, Page 1 Module One: Introduction to the Security Industry When you decided to enroll in this course, you presumably did so because you have a desire or need to work in the security industry in Alberta.
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REQUEST FOR PROPOSALS FOR PROFESSIONAL SERVICES FOR .

The State Solicitor is appointed by the Attorney General and reports through the Chief Deputy Attorney General. As set forth at 29 Del. C. § 2505 (b), the State Solicitor is responsible for all civil actions and matters wherein the State or its agencies or subdivisions are involved and has such powers as the Attorney General shall designate.
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Interviewing and advising

(d) To have the solicitor’s full attention. (e) To sit in reasonable comfort. (f) No physical barriers between us and our solicitor to impede communication. (g) Not to be kept waiting. The bare minimum, then, would appear to be a comfortable, quiet room where you
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Information for Trainee Solicitors on CV Preparation

Solicitor who trained in large law firm with a wide range of experience in banking and financial services, debt collection, commercial property and company law. EDUCATION April 2011 PPC II Completed - Qualified as a solicitor with Law Society of Ireland 2003-2007 Trinity College Dublin - BCL - 2.1 Honours




2y ago




194 Views






















STATE OF TEXAS, OFFICE OF THE SPECIAL MASTER Solicitor .

Jul 05, 2019 · FREDERICK LIU Assistant to the Solicitor General US Department of Justice 950 Pennsylvania Avenue, NW Washington, D.C. 20530-0001 JAMES J. DUBOIS* R. LEE LEININGER THOMAS K. SNODGRASS U.S. Department of Justice Environment & Natural Resources Division 999 18th Street South Terrace – Suite 3
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WILLIAM K W LEUNG & CO

Articleship with : Isadore Goldman, a top City of London firm specializing in insolvency (corporate); recovery; commercial and international litigation. 1986 – 1988 (2) Assistant Solicitor with . Wilkinson & Grist, a reputable local solicitor firm . 1990 (3) Corporate Finance Associate wit
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Newsletter of Tweed Valley Jazz Club

SOUTHERN CROSS CREDIT UNION 2 Commercial Road, Murwillumbah Ph. 6672 2744 TWEED ENDEAVOUR CRUISES River Terrace, Tweed Heads Ph. 0755 368800 RUSSELL J BAXTER SOLICITOR N.S.W. & QLD (Honorary Club Solicitor) 28 Recreation Street, Tweed Heads Ph. 0755 992266 AN
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IN THE HULL CROWN COURT R -v- WILLIAM FLANNIGAN

Adams, who worked for a well-known and reputable firm in Hull known as Cooper Wilkin Chapman. It is clear from the evidence that the recommendation to use this solicitor was just that; a recommendation. There was no obligation to use this solicitor and the purchasers were at liberty to use th
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JAMES S. M. KITCHEN Suite 224 BARRISTER & SOLICITOR Airdrie AB T4B 3C3

BARRISTER & SOLICITOR. 203-304 Main St S Suite 224 . Airdrie AB T4B 3C3 . Phone: 403-667-8575 . Email: james@jsmklaw.ca [2] COVID mRNA vaccines (Pfizer and Moderna). She is also compelled to maintain both the physical and spiritual integrity of her body by asserting her God-given prior right to decline
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Rules of Court - WordPress 

and includes a Registrar, Court interpreter, bailiff, clerk, process server or other officer who is attached to a Court; "solicitor" means an advocate and solicitor as defined in section 3 of the Legal Profession Act 1976 [Act 166]; "Registry" means the Registry of the High Court, the Sessions Court or the Magistrates' Court;
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Financial Statement for a variation of an order for a financial remedy .

If there is not enough room on the form for any particular piece of information, you may continue on an . attached sheet of paper. If you are in doubt about how to complete any part of this form you should seek legal advice. This statement is filed by (give name and address of solicitor) Solicitor's fee account no.
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SOLICITOR - Charleston County Bar Association

101 Meeting St., Ste 400, Charleston, SC 29401. Main No: 843 958-1900 Fx:- 843 958-1905 Front Desk Line #2: 843 958-1927 . Direct Access is 843 958-**** Website: www.scsolicitor9.org. E-mail: solicitor@scsolicitor9.org. . Moncks Corner, SC 29461. Berkeley Number. 843 719-4529 . Charleston Number .843 723- 3800 ext.4529 .
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DIGES T - academy.difc.ae

The Qualified Lawyers Transfer Scheme (QLTS) allows qualified lawyers in other jurisdictions to qualify as a solicitor in England and Wales. The English legal profession is relatively open to international lawyers seeking to qualify as a solicitor and it does not impose restrictions to admission on grounds of nationality or residence.
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