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544IX.Review of Banking & Financial LawVol. 36“Can You Buy Me Now?”: The Erratic Closing of theVerizon-Yahoo MergerOn July 25, 2016, telecommunications front-runner VerizonTelecommunications, Inc. (Verizon) announced its merger with searchengine company, Yahoo! Inc. (Yahoo).948 Verizon agreed to purchasemost of Yahoo’s assets for 4.83 billion.949 In September 2016, afterboth parties signed a Stock Purchase Agreement solidifying the termsof the deal, Yahoo disclosed it had been the victim of a data breachin 2014 that compromised 500 million accounts.950 Months later, inDecember 2016, Yahoo announced it had been the victim of a seconddata breach in 2013.951 The 2013 breach compromised over one billionof its users’ accounts, making it “the largest known security breac[h]of one company’s computer network.”952 After Yahoo disclosed thesecond data breach, a Verizon executive stated the company wasuncertain about the future of the deal.953On January 23, 2017, amidst speculation about the deal’sviability, the Securities and Exchange Commission (SEC) announcedan investigation into “whether Yahoo Inc.’s two massive data breachesshould have been reported sooner to investors . . . .”954 Had Verizonwanted to exit the deal upon learning of the cybersecurity breaches,Cristina Alesci et al., Verizon is Buying Yahoo for 4.8 Billion, CNN Mon(July 25, 2016), erizon-deal-sale/ [https://perma.cc/GVD6-WH25].949See id.950Ryan Knutson, Verizon Executive Says Company Is Unsure About Yahoo Deal, Wall St. J. (Jan. 5, 2017), ps://perma.cc/F8E8-5XJN]. The agreement between the companieswas dated July 23, 2016. Yahoo! Inc. & Verizon Commc’ns Inc., StockPurchase Agreement 1 (2016), 0119312516656036/d178500dex21.htm [https://perma.cc/3CEL-6ZSK] [hereinafter Stock Purchase Agreement].951Vindu Goel & Nicole Perlroth, Yahoo Says 1 Billion User Accounts WereHacked, N.Y. Times (Dec. 14, 2016), o-hack.html [https://perma.cc/PQA4-BKNV].952Id.953Knutson, supra note 3.954Aruna Viswanatha & Robert McMillan, Yahoo Faces SEC Probe OverData Breaches, Wall St. J. (Jan. 23, 2017), over-data-breaches-1485133124 [https://perma.cc/BVF5-ZXVL].948ey
2016-2017Developments in Banking Law545the material adverse effect (MAE) provisions woven throughout theStock Purchase Agreement would have been Verizon’s best defense torenegotiate or exit the deal.955 Using an MAE provision to exit the deal,however, would have proven difficult for Verizon. Both companies areincorporated in Delaware and the Delaware Court of Chancery has yetto find in favor of a company invoking an MAE provision attemptingto escape a merger agreement.956Nevertheless, as announced on February 21, 2017, Verizonwas able to renegotiate the deal to reduce the purchase price by 350million.957 The terms of the amended Stock Purchase Agreementsuggest the MAE clause had been used as leverage during negotiationsto reduce the price, as “[u]nder the amended terms, the data breachesor losses will not be taken into account in determining whether a‘business material adverse effect’ has occurred or whether certainclosing conditions have been satisfied.”958On March 1, 2017, Yahoo, in its 10-K filing with the SEC,reported the findings of an independent board committee regardingYahoo’s knowledge and response to both hackings.959 The findingsconcluded senior executives and legal staff learned of the existenceof an undisclosed number of compromised accounts by late 2014, butStock Purchase Agreement, supra note 3, at 63 (outlining the conditionsthat must be met in order for Verizon to be bound by its obligations under theStock Purchase Agreement). One representation and warranty made withinthe Stock Purchase Agreement was “[s]ince December 31, 2015, there hasnot occurred a Business Material Adverse Effect.” Id. at 23. It follows thatif Verizon were able to prove the data breaches constituted a “Business Material Adverse Effect,” Verizon would not be obligated to close the deal withYahoo.956Steven Davidoff Solomon, Why Verizon Can’t Quit Yahoo, N.Y. Times:Dealbook (Dec. 20, 2016), ok/why-verizon-cant-quit-yahoo.html? r 0 [https://perma.cc/8M4D32QL]; Stock Purchase Agreement, supra note 3 at 7, 27 (representing bothcompanies are legally incorporated in the state of Delaware).957Scott Moritz, Verizon Reaches Deal for Lowered Yahoo Price AfterHacks, Bloomberg (Feb. 21, 2017), e-afterhacks [https://perma.cc/7HQH-7N6F].958Solomon, supra note 9.such findings ese findings,t remains to be seen ifthe SEC will take action against Yahoo that will further delay the closing of959Yahoo! Inc., Annual Report (Form 10-K) 46 (Mar. 1, 2017) [hereinafterYahoo Annual Report].955
546Review of Banking & Financial LawVol. 36failed to properly investigate or inquire as to the knowledge of thecompany’s security team.960 The independent committee also orderedremedial actions after its findings.961 Yahoo’s CEO will not receive her2016 cash bonus and the board accepted her offer to forfeit her 2017annual equity award,962 and the committee directed Yahoo to enhanceits cybersecurity measures.963This article discusses the delayed closing of the Yahoo-Verizonmerger due to the disclosures of the cyber attacks Yahoo suffered in2013 and 2014. Section A explains the terms of the Stock PurchaseAgreement and Verizon’s reasons for acquiring Yahoo. Next, SectionB summarizes the two Yahoo cyber attacks and Verizon’s reactions toeach disclosure. Then, Section C describes how MAE clauses are usedin merger agreements and discusses the likelihood that Verizon couldhave succeeded on an MAE claim. Section D discusses the SEC’sinvestigation of whether Yahoo disclosed the 2013 and 2014 hackingsin a timely manner, and Section E concludes.A.The DealThe Verizon-Yahoo merger was expected to close in the firstquarter of 2017.964 According to the Stock Purchase Agreement signedSee id. at 47 (“[I]t appears certain senior executives did not properly comprehend or investigate, and therefore failed to act sufficiently upon, the fullextent of knowledge known internally by the Company’s information security team.”).961Id.962Id.963See id. at 47–48 (“[T]he Board has directed the Company to implement orenhance a number of corrective actions, including revision of its technicaland legal information security incident response protocols to help ensure:escalation of cybersecurity incidents to senior executives and the Board ofDirectors; rigorous investigation of cybersecurity incidents and engagementof forensic experts as appropriate; rigorous assessment of and documentingany legal reporting obligations and engagement of outside counsel as appropriate; comprehensive risk assessments with respect to cybersecurity events;effective cross-functional communication regarding cybersecurity events;appropriate and timely disclosure of material cybersecurity incidents; andenhanced training and oversight to help ensure processes are followed.”).964Alesci, supra note 1; Deepa Seetharaman & Ryan Knutson, Yahoo Sees Verizon Deal Taking Longer Than Expected, Wall St. J. (Jan. 23, 2017), al-taking-longer-than-expected-1485206759 [https://perma.cc/M9XB-PBLL].960
2016-2017Developments in Banking Law547by both parties, Verizon was supposed to purchase Yahoo’s sharesfor 4,825,800,000.965 Excluded from the transaction were Yahoo’sholdings in Yahoo Japan and Alibaba.966 The sale will end Yahoo’stwenty-one-year run as an independent company, during which ithad rejected other lucrative offers.967 The merger marks yet anothereffort by Verizon to garner a larger audience for its online platforms inorder to generate revenue through advertising.968 The deal is a naturalprogression of Verizon’s increasing investment efforts in digitalcontent and advertising following Verizon’s purchase of AOL.969Yahoo’s impressive number of monthly active users (MAUs),970 atover one billion, is a high selling point for Verizon.971 While “othersin the space” have active users in the billions, Verizon’s post-AOLMAUs are currently in the 200–300 million range.972Stock Purchase Agreement, supra note 3, at 1.Alesci, supra note 1. Currently, Yahoo holds a “15% stake in Chinesee-commerce giant Alibaba and [a] 35.5% stake in Yahoo Japan, a jointventure with Japan’s Softbank.” Yue Wang, What Can Yahoo Do With ItsAlibaba Stake?, Forbes (July 27, 2016), -can-yahoo-do-with-its-alibaba-stake/#1a0f80ce1cd0 [https://perma.cc/4Q45-ACXQ].967Id. (“In 2008, for example, Microsoft was willing to pay more than 45billion for Yahoo, an offer that rebuffed by cofounder Jerry Yang.”).968See Jason Anders, Why Verizon Wants Yahoo, Wall Street J. (Oct. 30,2016), oo-1477879861[https://perma.cc/KN6T-F9QR].qee udesgition of the Business . . rticle.e onthe merger).t a st that will be sub against Yahoo for its delayed disclosure.re969See id. (explaining Verizon’s need for more “eyeballs” in order to “monetize their platform through advertising”). Verizon closed its acquisition ofAOL in June of 2015. See Tom DiChristopher, Verizon Closes AOL Acquisition, CNBC (June 23, 2015), acquisition.html [https://perma.cc/277A-V9BA].970As an example of how MAUs are determined, Facebook defines a “monthly active user as a registered Facebook user who logged in and visited Facebook through our website or a mobile device, or used our Messenger app (andis also registered Facebook user), in the last 30 days as of the date of measurement.” David Cohen, Facebook Changes Definition of Monthly ActiveUsers, Adweek (Nov. 6, 2015), -definition-revised/ [https://perma.cc/M8UZ-S7S4].971See Knutson, supra note 3 (explaining the value of Yahoo’s MAUs); Solomon, supra note 7 (comparing the valuations of Snap to Yahoo).972See Anders, supra note 21.965966
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548Review of Banking & Financial LawVol. 36Also included in the terms of the deal are various MAEclauses, which are used in merger agreements to “insulate the targetfrom undergoing any change that would substantially impact its utilityfor the acquiring firm.”973 “Business Material Adverse Effect” hasa complex definition within the Stock Purchase Agreement: “Anycircumstance, event, development, effect, change or occurrencethat, individually or in the aggregate . . . has had, or would or wouldreasonably be expected to have, a material adverse effect on thebusiness, assets, properties, results of operation or financial conditionof the Business.”974 The definition includes many exceptions to whatmay be considered when determining whether an event is materiallyadverse.975 MAE terms are included in the seller’s representations andwarranties,976 covenants and agreements,977 and closing conditions978of the Stock Purchase Agreement.B.Subsequent Developments: Yahoo Cyber DataBreachesOn September 23, 2016, Yahoo disclosed it had been thevictim of a cyber attack in 2014, which compromised roughly 500Alana A. Zerbe, Note, The Material Effect Provision: Multiple Interpretations & Surprising Remedies, 22 J.L. Com. 17, 18 (2003). See generally,Stock Purchase Agreement, supra note 3.974Stock Purchase Agreement, supra note 3, at 70.975See id.976Id. at 7–27.977Id. at 51 (“Seller shall promptly advise Purchaser of any fact, change,event or circumstance that has had or would reasonably be expected to havea Business Material Adverse Effect, and each party shall promptly advisethe other of any fact, change, event or circumstance that is reasonably likelyto cause the failure of any condition to Closing set forth in Section 5.02 orSection 5.03, as applicable; provided, that any failure to give notice in accordance with the foregoing with respect to any breach shall not in and of itselfbe deemed to constitute the failure of any condition set forth in Section 5.02or Section 5.03 to be satisfied.”) (emphasis in original).978Id. at 63 (“[E]ach other representation and warranty of Seller contained inthis Agreement, without giving effect to any materiality, “Business MaterialAdverse Effect” or similar qualifications therein, shall be true and correctboth at and as of the date of this Agreement and as of the Closing Date as ifmade on and as of the Closing Date . . . except for such failures to be true andcorrect as would not, individually or in the aggregate, reasonably be expectedto have a Business Material Adverse Effect.”).973
2016-2017Developments in Banking Law549million user accounts.979 Yahoo stated the stolen account information“may have included names, email addresses, telephone numbers,dates of birth, hashed passwords . . . and, in some cases, encryptedor unencrypted security questions and answers.”980 Following thisdisclosure, Yahoo executives remained highly optimistic about the 4.83 billion deal and Yahoo’s potential value to Verizon.981 MarniWalden, President of Product Innovation and New Business at Verizon,did note, however, that “[w]hat we have to be careful about is whatwe don’t know. I’ve got an obligation to make sure that we protect ourshareholders and our investors, so we’re not going to jump off a cliffblindly.”982 Verizon’s General Counsel, on the other hand, indicatedthat the breach may be considered a material event under the StockPurchase Agreement, potentially allowing Yahoo to change the termsof the agreement.983Then, on December 15, 2016, Yahoo announced a separatedata breach had occurred in 2013 and compromised the same typeof private information as the 2014 breach, but with more than onebillion user accounts affected.984 On January 5, 2017, Marni Waldenappeared less confident about the future of the deal, stating she wasunsure whether the deal would proceed985 and that it would take timebefore the decision to move forward would be made, as Verizon wasSeth Fiegerman, Yahoo Says 500 Million Accounts Stolen, CNN Money(Sept. 23, 2016), ata-breach/ [https://perma.cc/86MP-WYRB].980Id.981See Anders, supra note 21 (quoting Verizon executive Marni Walden stating that “[t]he first question is, does this deal strategically make sense to us.And the answer to that is it absolutely does.”).982Id.983See Thomas Gryta & Deepa Seetharaman, Verizon Puts Yahoo on NoticeAfter Data Breach, Wall St. J. (Oct. 13, 2016), ://perma.cc/K3Y7-XYG9].984Robert McMillan et al., Yahoo Discloses New Breach of 1 Billion UserAccounts, Wall St. J. (Dec. 15, 2016), each-of-1-billion-user-accounts-1481753131 [https://perma.cc/QW27-AZ8M].985See Knutson, supra note 3 (“When asked at an investor conference in LasVegas whether the telecom giant would proceed with the deal, Ms. Waldensaid: ‘Unfortunately, I can’t sit here today and say with confidence one wayor the other because we still don’t know.’”).979
550Review of Banking & Financial LawVol. 36still missing facts necessary to make an informed decision.986 Yahooremained optimistic, claiming it was still “confident in Yahoo’s valueand [that it] continue[d] to work towards integration with Verizon.”987Verizon ultimately decided to move forward with the deal perhapsdue, in part, to the difficulty Verizon would have faced in proving thatthe data breaches constituted an MAE.988C.Material Adverse Effect ClausesMAE clauses give parties to merger or acquisition agreementsthe opportunity to allocate risks of changes, events, or discoveries thatmay occur between the signing and closing of a merger agreement.989An MAE clause allows a purchaser or target company to escape itsobligation to close a deal if either company experiences a materialadverse change anytime between the date the contract is signed andits closing date.990 In October 2016, statements made by Verizon’sGeneral Counsel suggested the company might be looking to escapeor renegotiate the deal based on its MAE terms.991 However, invokingan MAE clause is not an easy task, as the Delaware Court of Chanceryhas never found an MAE to exist with respect to such a heavilynegotiated acquisition deal.992In order to find the existence of a MAE, the party invoking theclause must prove “there has been an adverse change in the target’sbusiness that is consequential to the company’s long-term earningspower over a commercially reasonable period, which one wouldexpect to be measured in years rather than months.”993 The court hasSee id.Id.988Moritz, supra note 10; see Solomon, supra note 9.989Zerbe, supra note 26, at 18.990Id.991See Reuters, Why Verizon Now Thinks Yahoo’s Data Breach Could Halt theMerger, Fortune (Oct. 13, 2016), / [https://perma.cc/CG3V-TULL] (“Verizon’s general counselCraig Silliman told reporters at a roundtable in Washington the data breachcould trigger a clause in the deal that would allow the U.S. wireless companynot to complete it.”).992See Solomon, supra note 9; Stock Purchase Agreement, supra note 3, at7, 27 (representing both companies are incorporated in Delaware).993Hexion Specialty Chems., Inc. v. Huntsman Corp., 965 A.2d 715, 738(Del. Ch. 2008).986987
2016-2017Developments in Banking Law551noted it is “not a coincidence” that “Delaware courts have never founda material adverse effect to have occurred in the context of a mergeragreement,”994 reasoning that MAE clauses provide a “backstopprotecting the acquirer from the occurrence of unknown events thatsubstantially threaten the overall earnings potential of the target ina durationally-significant manner. A short-term hiccup in earningsshould not suffice; rather [an adverse change] should be material whenviewed from the longer-term perspective of a reasonable acquirer.”995This “heavy” burden of proof falls on the buyer.996The odds that Verizon would have been able to meet thisburden are questionable. After the announcement of the 2014 hackingin September 2016, Yahoo actually reported in its third-quarter earningsrelease that traffic on its site was “slightly up.”997 In addition, Yahoo’sEBITDA998 was 229 million in the third quarter and its revenue was 858 million, both of which were “within the midrange of Yahoo’sestimates for 2016.”999 Further, while Yahoo’s “Mavens”1000 revenuehad dropped 4 percent from its Mavens revenue in 2015, the dropwas “largely because of declines in video with three other segmentsgrowing modestly.”1001 The substantial size of Yahoo’s MAUs may alsomake it difficult for Verizon to successfully invoke the Stock PurchaseAgreement’s MAE provision. Snap, which went public March 2, 2017with a 34 billion valuation, brings in 150 million MAU.1002 TwitterId. at 738.In re IBP, Inc. S’holders Litig., 789 A.2d 14, 68 (Del. Ch. 2001).996See Hexion Specialty Chems., 965 A.2d at 738.997Solomon, supra note 9.998EBITDA is an indicator of a company’s financial health and stands for“earnings before interest, taxes, depreciation, and amortization.” See Katherine Arline, What is EBITDA?, Bus. News Daily (Feb. 25, 2015), la-definition.html [https://perma.cc/32L3-WFL5].999Solomon, supra note 9.1000See Trefis Team, How “Mavens” Can Drive Yahoo’s Revenues?, Forbes(Dec. 3, 2015), 5/12/03/how-mavens-can-drive-yah
2016-2017 Developments in Banking law 547 by both parties, Verizon was supposed to purchase Yahoo’s shares for 4,825,800,000.965 Excluded from the transaction were Yahoo’s holdings in Yahoo Japan and Alibaba.966 The sale will end Yahoo’s twenty 
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