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DIGITAL FORENSIC RESEARCH CONFERENCEForensic Investigation of Peer-to-Peer File SharingNetworkByRobert Erdely, Thomas Kerle, Brian Levine,Marc Liberatore and Clay ShieldsFrom the proceedings ofThe Digital Forensic Research ConferenceDFRWS 2010 USAPortland, OR (Aug 2nd - 4th)DFRWS is dedicated to the sharing of knowledge and ideas about digital forensicsresearch. Ever since it organized the first open workshop devoted to digital forensicsin 2001, DFRWS continues to bring academics and practitioners together in aninformal environment.As a non-profit, volunteer organization, DFRWS sponsors technical working groups,annual conferences and challenges to help drive the direction of research anddevelopment.http:/dfrws.org
d i g i t a l i n v e s t i g a t i o n 7 ( 2 0 1 0 ) S 9 5 eS 1 0 3available at www.sciencedirect.comjournal homepage: www.elsevier.com/locate/diinForensic investigation of peer-to-peer file sharing networksMarc Liberatore a,*, Robert Erdely c, Thomas Kerle b, Brian Neil Levine a, Clay Shields daDept. of Computer Science, Univ. of Massachusetts Amherst, Computer Science Building, 140 Governors Drive, Amherst,MA 01003-9264, USAbMassachusetts State Police, USAcPennsylvania State Police, USAdDept. of Computer Science, Georgetown Univ., USAabstractThe investigation of peer-to-peer (p2p) file sharing networks is now of critical interest tolaw enforcement. P2P networks are extensively used for sharing and distribution ofcontraband. We detail the functionality of two p2p protocols, Gnutella and BitTorrent, anddescribe the legal issues pertaining to investigating such networks. We present an analysisof the protocols focused on the items of particular interest to investigators, such as thevalue of evidence given its provenance on the network. We also report our development ofRoundUp, a tool for Gnutella investigations that follows the principles and techniques wedetail for networking investigations. RoundUp has experienced rapid acceptance anddeployment: it is currently used by 52 Internet Crimes Against Children (ICAC) Task Forces,who each share data from investigations in a central database. Using RoundUp, sinceOctober 2009, over 300,000 unique installations of Gnutella have been observed by lawenforcement sharing known contraband in the the U.S. Using leads and evidence fromRoundUp, a total of 558 search warrants have been issued and executed during that time.ª 2010 Digital Forensic Research Work Shop. Published by Elsevier Ltd. All rights reserved.1.IntroductionWhere goes the data, so go the investigators. The strongimpact of computing on everyday life d and criminal life dhas increased the need for tools that can investigatecomputers and their data. This fact is particularly relevant tothe Internet, where the ease and prevalence of data transfernotably facilitates certain types of illegal activity by its users.In this paper, we focus on criminal investigations of the trafficking of digital contraband on peer-to-peer (p2p) file sharingnetworks. P2P systems have become the standard instrumentality for the sharing and distribution of images of childsexual exploitation.First, we examine the technical and legal issues inherent inforensic investigations of p2p systems. Shoddy investigativetechniques lead to bad evidence, as ably demonstrated ina recent paper by Piatek et al. (2008). Such mistakes can becostly in terms of resources and erosion of the public trust,particularly in the context of criminal rather than civil law.These mistakes are a product of insufficient understanding ofthe information being provided by the underlying p2p system.In order to prevent such mistakes, investigators need tounderstand p2p systems at a level sufficient to relate thetechnical and legal issues of investigating the systemcorrectly. Our goal is to enable accurate online investigationsof such systems, where investigators: (i) can confidently statefrom where and how various forms of evidence wereacquired; (ii) can understand the relative strength of thatevidence; and (iii) can validate that evidence from the fruits ofa search warrant. To accomplish this goal, we describe andanalyze the functionality of two p2p file sharing systems,Gnutella and BitTorrent, as they pertain to digital* Corresponding author.E-mail addresses: liberato@cs.umass.edu (M. Liberatore), rerdely@state.pa.us (R. Erdely), thomas.kerle@pol.state.ma.us (T. Kerle),brian@cs.umass.edu (B.N. Levine), clay@cs.georgetown.edu (C. Shields).1742-2876/ e see front matter ª 2010 Digital Forensic Research Work Shop. Published by Elsevier Ltd. All rights reserved.doi:10.1016/j.diin.2010.05.012
S96d i g i t a l i n v e s t i g a t i o n 7 ( 2 0 1 0 ) S 9 5 eS 1 0 3investigations. We provide a forensic analysis of the networkprotocols of these systems.Second, we present RoundUp, a tool we developed to facilitate investigation of the Gnutella p2p system and in use bylaw enforcement RoundUp enables users to perform forensically sound investigations of Gnutella following the principlesand techniques we detail here. RoundUp users can performinvestigations in both a localized and a loosely coordinatedfashion, using a centralized database in the latter case. Weshow that RoundUp has been quickly and widely adopted bylaw enforcement and that it is effective in generating leadsand evidence. Specifically, over 40 agencies share data fromRoundUp investigations in a central database. Since October2009, over 300,000 unique installations of Gnutella have beenobserved sharing known child pornography in the US; thisrepresents an upper bound on the number of users seen.Using leads and evidence from RoundUp, at least 558 searchwarrants have been issued and executed.2.BackgroundWhen investigating a p2p system,1 an investigator must becognizant of the related legal and technical issues. In thissection, we provide a technical overview of two p2p systems,Gnutella and BitTorrent. In a later section, we detail andanalyze the specific functionality and mechanisms of theseprotocols as they relate to digital investigations.2.1.Overview of P2P file sharing systemsP2P file sharing systems allow users to download and uploadfiles from other users, referred to as peers, on the Internet,typically from within an application running on their localcomputer that follows a particular protocol. By p2p network wemean a set of Internet peers communicating and sharing filesvia a specific protocol. Particular p2p applications maysupport multiple protocols and thus multiple p2p networks.Table 1 summarizes common p2p protocols and applications.The primary goal of every p2p file sharing system is tosupport efficient distribution of content shared among peers.Many p2p systems also directly support content searches bypeers, and some allow a direct browsing of the files thata remote peer makes available.2.1.1.GnutellaGnutella is a completely decentralized protocol for p2p filesharing. Peers bootstrap the process of joining the network byfirst contacting a known Web server that provides a partial listof current peers (called a GWebCache), or by using a list ofknown peers distributed with the Gnutella application. Thejoining host creates TCP connections to some of the peers onthe list, becoming their neighbor on the network. Additionalpeers can be learned from these first neighbors. Hence, thepeer topology is unstructured and fairly random. Peers areuniquely identified by a self-assigned, randomly chosen 16byte ID, called a globally unique ID (GUID). The GUID is1Throughout this paper, our use of the term “p2p systems”refers to only p2p file sharing systems.Table 1 e A sample of common p2p file sharing protocolsand applications. Note that a protocol can be supportedby several applications, and an application can supportseveral protocols.ProtocolGnutella (Klingbergand Manfredi, 2002)BitTorrent (Cohen,2009)eDonkey (Kulbak andBickson, 2005)ApplicationsLimeWire ShareazaBearShare PhexBitTorrent VuzeLimeWire ShareazaeMule ShareazaSearch BrowseSupport SupportYesYesNoNoYesNoconsistent across changes to the computer’s IP address, but itcan be changed at will by the user.Users search for shared files by issuing queries to neighbors. Queries broadcast on the Gnutella network are textstrings, and remote peers match the text in these strings to filenames. Any peer that has content that matches the query’stext replies with a response that is usually routed back alongthe path the query traveled along. Remote peers respond withtheir IP address and port, GUID, and information aboutmatching files, including names, sizes, and hash values.According to the Gnutella specification, queries can also befor a specific hash value, however, this feature is deliberatelynot fully supported in many clients. For example, versions ofthe Phex client support relaying and answering queries ofspecific hash values, but recent versions of Limewire will dropsuch queries.The querying peer downloads content by selecting a filefrom received query responses. Files are identified by theirhash, and they are downloaded through a direct TCPconnection with remote peers known to possess that file.Separate portions of a file may be downloaded from distinctpeers in parallel. If a remote peer is behind a firewall, a pushmessage is used to request a connection from that remotepeer to the originator. Push messages are relayed throughintermediaries in the Gnutella network to initiate theconnection. If both peers are behind a firewall, the pushconnection is not possible. In either case, the IP address andGUID of the remote peer is easy to record. Additionally,during the file transfer, the remote peer may relay to therequester the IP addresses and ports of other peers known tohave the file. Peers may also directly connect to a remote peerto browse it; the remote peer replies with a list of queryresponses describing all files it shares, including SHA-1values of each.In the above description, we have elided some details; inparticular, Gnutella limits the number of messages on thenetwork by a division of labor. A subset of peers that form thenetwork as described above, are known as ultrapeers. Ultrapeers are responsible for query and query response messagerouting, and typically connect to many other ultrapeers. Otherpeers, known as leaves, connect to five or fewer ultrapeers, andrely on these ultrapeers to relay these messages for them.Whether to an ultrapeer or leaf, a download or browse isalways a direct TCP connection.For a more complete description of the Gnutella protocol,the RFC (Klingberg and Manfredi, 2002) provides a fixed
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d i g i t a l i n v e s t i g a t i o n 7 ( 2 0 1 0 ) S 9 5 eS 1 0 3starting point. A more up-to-date but changing reference ismaintained by the Gnutella Developers Forum.22.1.2.BitTorrentBitTorrent is a protocol for p2p file sharing, but unlike Gnutella, it requires ancillary support to search for files and to findpeers with those files. Users start by locating a torrent filedescribing content they wish to download. Any user maycreate a torrent; each torrent describes a set of files that can beobtained through the BitTorrent protocol, and providesenough information to enable this process. At a minimum,this information includes file names, sizes, and SHA-1 hashvalues for power-of-two-sized pieces of the concatenated fileset (see Fig. 1), as well as the URLs of one or more trackers.Some torrents contain additional optional information suchas per-file hashes. If the per-file hashes are omitted, it is lessstraightforward to determine if content is known contrabandas the pieces will not align with complete files. To overcomethis problem, investigators can determine the hash values ofthe corresponding piece-wise subset of each file, but this mustbe performed after the torrent is observed. Torrents usuallyalso contain an extensive comment field. Along with filenames described by the torrent, this comment field is typicallyused by web-based torrent aggregation and search sites suchas isohunt.com and thepiratebay.org to allow users to quicklyfind torrents of interest by using a simple text search.To find peers sharing files described by a specific torrent,a peer next queries one of the trackers listed in the torrent file.The tracker identifies whether it manages a matching torrentby its infohash, which is the SHA-1 hash of fixed fields withinthe torrent that identify the files being distributed d the filenames, sizes, and piece sizes and hashes. The peer’s requestto the tracker includes this infohash as well as the peer’s ID(a 20-byte GUID that includes encoded application and versioninformation), IP and port, and information about how much ofthe file the peer has already downloaded. The trackerresponds with a list of peers claiming recent interest in thistorrent, created by keeping track of previous queries andpeers. These peers are described by at least their IP addressand port, and optionally by their peer ID as well. Peers contacttrackers periodically to update each other’s list of peers and tokeep trackers informed of their download progress and sustained interest.To download files, a peer either directly connects toa remote peer at an IP address and port provided by thetracker, or it is correspondingly contacted by a remote peer.The BitTorrent protocol makes no distinction betweeninbound and outbound connections d it is assumed the goalof all peers interested in a torrent is to upload and downloadas much of the file as possible to and from any interestedpeers. The peers exchange a list of the pieces that theypossess, and then request pieces from one another. Periodically, the peers may update one another when they come intothe possession of new pieces from other peers.Because bandwidth is a limited resource, the BitTorrentprotocol has a mechanism, known as tit-for-tat, to encouragepeers to upload as well as download. A peer keeps track of howmuch data a remote peer has provided to it. If this amount is2http://wiki.limewire.org/index.php?title GDFS97below some threshold, the peer chokes the remote peer.Choked peers do not get uploaded to, unless there is availablebandwidth after serving all unchoked peers. Occasionally,a peer will optimistically unchoke choked peers d this serves tobootstrap new peers into the network and to prevent thedegenerate case of all peers choking each other.Various extensions for BitTorrent exist. Of particularinterest is a mechanism that eliminates the need for a tracker.Known as the Distributed Hash Table (DHT), this mechanismspreads the responsibility for handing tracking among allrunning BitTorrent peers that support the DHT. The responsibility for tracking each torrent is allocated to a subset ofthese peers. Additional mechanisms for peer exchange allowpeers to share their lists of other peers among themselveswithout contacting a tracker.More complete descriptions of the torrent file format, thetracker protocol, and the peer protocol can be found at wiki.theory.org. The official specification is located at bittorrent.org, which also distributes proposals describing the DHTprotocol and other draft but widely implemented extensionsto the BitTorrent protocols. The Vuze wiki (wiki.vuze.com)also contains references to Vuze (formerly Azureus) extensions to the BitTorrent protocol, notable due to the wide use ofthe Vuze client.3.Legal issues in P2P investigationsThere are many motivations to perform investigations of p2pfile sharing networks. Our work is motivated by the presenceand trafficking of images of child sexual exploitation dcolloquially referred to as “child pornography” (CP) d on thesenetworks (Mitchell et al., 2009; Wolak et al., 2009). Knowingpossession or distribution of contraband is a felony offense inmost U.S. states, and our focus is on such criminal investigation. Past studies have found that 21% of CP possessors hadimages depicting sexual violence to children such as bondage,rape, and torture; 28% had images of children younger than 3years old; and most notably that 16% of investigations of CPpossession ended with discovery of persons who directlyvictimized children (Wolak et al., 2005). In fact, a primary goalof these investigations is to catch child molesters and helpchildren that are being victimized (often by family members),rather than to simply confiscate these images.In this section, we survey only the legal issues relating tocriminal possession of contraband. In particular, we do notaddress civil infractions due to p2p file sharing, includingcopyright infringement, which has a different set of relevantcase law, evidentiary standards, and investigative goals.3.1.Investigative processAn investigator’s end goal is to obtain evidence through observation of data from the Internet. Whenever an investigatorcollects such evidence, it is of one of two varieties: direct orhearsay. When an investigator has a direct connection, that is,a TCP connection to a process on a remote computer, andreceives information about that specific computer, that information is direct. For example, when using HTTP to transfer files,the file that is sent from the remote machine’s web server is
S98d i g i t a l i n v e s t i g a t i o n 7 ( 2 0 1 0 ) S 9 5 eS 1 0 3Fig. 1 e File and piece boundaries may not align on a torrent; only the first file is guaranteed to start at a piece boundary.This potential misalignment complicates the use of centralized registries of hashes of known contraband.direct tied to that remote machine. Hearsay is when a process onone remote machine relays information for or about another,different machine. For example, a peer in a p2p system mayclaim another peer possesses a specific file. Depending upon thepurpose, hearsay may be less useful than direct evidence.In a typical investigation, the investigator performs thefollowing steps:1. One or more files of interest (FOIs) are identified. FOIs may beactual contraband (that is, CP), or may consist of materialthat is indicative of a sexual interest in children (e.g.,textual stories). These files are acquired through Internetsearches, p2p downloads, or from seized media. FOIs areuniquely identified by hash values; investigators need onlyhave access to these hash values to identify FOIs.32. The p2p system is used to locate a set of candidates: IPaddresses corresponding to potential possessors anddistributors of FOIs. The early stages of most p2p investigations typically need not be covered under a searchwarrant, and are analogous to a police officer “walking theirbeat” watching for signs of criminal activity. Thus, onlyinformation that is accessible publicly (in “plain view”),such as through keyword searches conforming to p2pprotocols, is collected. Since the main goal of p2p filesharing systems is broad dissemination of files, investigators usually need only connect to the system as a user toobtain information on candidates. The controlling case lawin this area suggests that law enforcement officers arelegally present (as are millions of other users) and thatevidence collected is in “plain view”. See, for example,United States v. Borowy, 595 F.3d 1045 (9th Cir. 2010). At thispoint, the investigator must understand the types ofinformation being collected. Both hearsay and directevidence is being collected. At this stage, the investigator iscollecting leads, so both are valid.3. Of these candidates, some subset is chosen for furtherinvestigation. This decision may be influenced by factorssuch as investigator’s jurisdiction, the type and quantity offiles of interest possessed by the candidate, and theobserved history of the candidate.4. The investigator then will attempt to verify a candidate’spossession or distribution of contraband. From here on,when practical, the investigator will rely on directcommunications, such as browsing and downloads, tobuild the case and gather evidence for legal processes3In the U.S., the National Center for Missing and ExploitedChildren maintains a registry of known, verified CP and attemptsto correlate victims with images, as well as to identify newvictims. In general, law enforcement personnel are strongly recommended to verify the contents of any suspected FOI.5.6.7.8.including charging and search warrants. Hearsay evidenceshould be used as a last resort, and if used, should includeevidence over a period of time and from different sources.Ideally, the investigator connects directly to the candidate,and notes the files that the candidate freely claims to havepossession of. In some cases, the investigator may download the entire file from only the candidate, and not otherpeers (called a single-source download ), as stronger evidenceof possession and perhaps evidence of distribution.As part of the previous two steps, each candidate’s IPaddress and other p2p-level identifying information islogged. Candidates located behind a NAT device have bothan internal and external IP address; the latter may betransmitted through the p2p protocol. Most p2p clientassign a unique identifier to each installation d while theseGlobally Unique IDentifiers (GUIDs) exist to aid routing inthe p2p network, they are also strong evidence. Any otherpotential corroborating evidence, such as applicationversion information, is also collected.On the basis of this information, a subpoena to the ISPassociated with the candidate’s IP address(es) is obtained,to determine a person a responsible and a location associated with the observed behavior. The exact information thesubpoena yields will vary based upon the ISPs recordkeeping policies.On the basis of the evidence of contraband and the subpoenaed information, a search warrant is issued in search ofthe computer and contraband associated with the investigation. IP addresses corresponding to mobile devices mayintroduce additional difficulties in ascertaining the physicallocation of the device and materials to be searched for.At this point, an investigator has a warrant for a location,but the computers and individuals involved in the crime aretypically unknown at this point. A search is performed, andif relevant evidence is obtained, it may be used as the basisfor an arrest and further legal action provided it can belinked to an individual. Investigators will locate thecomputers used by verifying the link between observed p2pbehavior and the discovered evidence. Usually this processincludes examining media for known contraband andcorrelating GUIDs of p2p clients installed on local machineswith GUIDs observed during a p2p investigation. Once thecomputer and account is identified the link to the responsible person can be made.3.2.Legal constraints and issuesAt each step in an investigation, the investigator’s behavior isbound by law. First and foremost, the investigator will be
d i g i t a l i n v e s t i g a t i o n 7 ( 2 0 1 0 ) S 9 5 eS 1 0 3liable for lawbreaking of their own. Additionally, gatheringevidence illegally will likely result in this evidence beinginadmissible in court under the fruit of the poisonous treedoctrine, although some states do have a good faith exception.As a result, the investigator must be aware of the specifics ofthe protocol used by the p2p system under investigation, andmust understand how their tools interact with the system.Below, we highlight several of the constraints and potentialpitfalls inherent in the investigation of p2p systems. Bothinvestigator and the designer of any tools that the investigatoruses should be aware of all of these issues. Ferraro and Casey(2005) provide a more in-depth analysis of many of theseissues.3.2.4.SearchesThe fourth amendment to the U.S. Constitution reads:The right of the people to be secure in their persons,houses, papers, and effects, against unreasonable searchesand seizures, shall not be violated, and no Warrants shallissue, but upon probable cause, supported by Oath oraffirmation, and particularly describing the place to besearched, and the persons or things to be seized.3.2.2.EncryptionP2P systems may support end-to-end encryption betweenpeers. This feature was not developed to deter investigations,but instead to stop ISPs from throttling p2p traffic. Notably,an investigator running their own p2p client will not beimpacted by this encryption d it presents an obstacle only toa third-party packet sniffer (e.g., one operated by the ISP). Ifencryption is used within the protocol, the key is negotiatedbetween the investigator and the peer under investigation,again precluding any requirement for a warrant. In currentp2p implementations, an anonymous Diffie-Hellman keyexchange takes place, meaning that the keys are generated asneeded and used only once; no public-key infrastructure isleveraged.3.2.3.TechnologyKyllo v. United States 533 U.S. 27 (2001) is a U.S. Supreme Courtruling regarding the use of technology in performingsurveillance or searches. Roughly, the outcome of Kyllo isthat the Government is not permitted to conduct searches“using devices not in general public use to explore details ofthe home that would previously have been unknowablewithout physical intrusion”. Kyllo is generally interpreted byinvestigators and tool builders to mean staying within thebounds of a protocol’s specification and using only information provided by the protocol when performinginvestigations.Record keepingInvestigators must keep careful track of all relevant information recovered during their work. The provenance of evidenceis critical when obtaining subpoenas and warrants, and whenentering evidence into a criminal proceeding. Times anddates, methods, search terms, hash values, IP addresses, andGUIDs are among the data that are typically required. Goodtools will record all of these items, and make clear thedistinction between direct and hearsay evidence.3.2.6.Law enforcement personnel are thus bound by this principle. P2P network investigations are enabled by the promiscuous nature of the protocols themselves: By freelyadvertising content, responding to search queries, andhandling download requests, these p2p systems are inessence acting in public, rather than under the protection ofthe fourth amendment. Thus, no warrant is required forissuing keyword queries or download requests to a peer.Uploads and downloadsDistributing contraband is illegal d but most p2p applicationsdefault to allowing uploads. Some protocols go further: BitTorrent applications may punish non-uploaders by limitingtheir download bandwidth. Attempts to circumvent thesepunishments by uploading junk data are detected by the useof hash trees. Regardless, investigators must not allow theirtools to perform uploads of contraband.P2P systems attempt to perform downloads from manypeers simultaneously. When an investigator is attemptinga single-source download, multi-peer downloads must bedisabled.3.2.5.3.2.1.S99ValidationWhen a search warrant is executed, the investigator shouldlink their observations through the p2p network to evidenceobtained under the warrant. In p2p investigations, this meansperforming an onsite triage-style investigation of seizedmachines and media, or a more thorough forensic investigation in a lab. The goal is to find the presence of previouslyobserved p2p identifiers, such as GUIDs and contraband, onthe media.The range of evidence that can be legally searched for isdependent upon the language in the search warrant. Warrantsare usually written to search a premises for any collections ofchild pornography (thus searching all digital media) orevidence of intention to possess or distribute contraband. Thelatter can include stored keyword searches, carefully organized and sorted collections, backups of contraband to fixedmedia, and so on (Howard, 2004). In other words, there doesnot have to be a strict link: the evidence gathered from theonline investigation can serve as probable cause justifyinga search warrant only. If a different GUID and differentcontraband is found when the warrant is executed, the ownerof the content would still be charged with a crime.4.Protocol analysisIn this section, we present an analysis of the protocols of twopopular p2p file sharing protocols, Gnutella and BitTorrent.We pay particular attention to forensically relevant data thatallow investigators to meet legal standards for subpoenas,search warrants, and prosecution. We discuss techniques forvalidation of evidence obtained through these protocols, andalso describe the ways in which investigation may fail.The most critical aspects of any network investigation isknowing the provenance of evidence gathered over thenetwork. The investigator must be aware of the source of the
S100d i g i t a l i n v e s t i g a t i o n 7 ( 2 0 1 0 ) S 9 5 eS 1 0 3evidence, whether hearsay or directly observed. Because intentis a requirement of CP possession, the context of the evidenceis also critical. A single contraband file among hundreds ofnon-contraband may not be sufficient to show intentionalpossession or distribution, while a carefully organizedcollection tells a different story (Howard, 2004). Similarly,repeated observations of a growing collection over longperiods of time inform an investigator’s view of a candidateand speak to mens rea.The end goal of an investigation of a p2p system varies, asdoes the level of evidence required. The investigator may onlybe collecting leads, which could consist of hearsay and willrequire further corroboration to have evidentiary value. Insome cases, the goal is a search warrant, with the aim of usingthe fruits of the search warrant as evidence in a criminal trialfor possession of contraband. For such a search warrant,probable cause is sufficient; evidence consisting of one or moreinstances of a remote peer claiming to have possession ofa known piece of contraband is typically accepted bymagistrates.The main distinction between a lead and evidence is thatevidence is directly observed, rather than found throughhearsay. For stronger evidence, or to show distribution, aninvestigator may further attempt a single source download(SSD), where the entire file is retrieved fr
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Forensic Toxicology in Death Investigation 


Forensic Toxicology in Death Investigation Eugene C. Dinovo, Ph.D., and Robert H. Cravey Forensic toxicology is a highly specialized area of forensic science which requires exper tise in analytical chemistry, pharmacology, biochemistry, and forensic investigation. The practicing forensic toxicologist is concerned
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Forensic Accounting: Investigation Report Writing 


Forensic and Valuation Services Section recently has published guidance on "How to Organize a Forensic Accounting Investigation." In that document, report writing is one of the last steps, but one of the most critical steps, in conducting a forensic investigation. The forensic accountant must adequately communicate
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Forensic science is the application of science to law. Any science can be applied into a legal situation, but some of the commonest forensic sciences include forensic biology, forensic chemistry, and forensic toxicology. The word forensic in today’s world simply
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forensic science discipline (or equivalent). Experience It is essential that the post holder is an experienced forensic scientist in forensic drug analysis, forensic toxicology and preferably in forensic criminalistics, with a minimum of 10 years performing multi-disciplined forensic









55 Views




2y ago






















Forensic Psychology - SAGE Publications Inc 


Forensic Psychology Chapter ObjeCtives ·orensic Define f psychology. · Review career areas in the forensic sciences. · Distinguish forensic psychology from forensic psychiatry. · Identify and describe the major subareas of forensic psychology. · Review the educational, training, and certification requirements to become a forensic psychologist.
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Delivering forensic services (Report 21: 2018-19) 4 . Summary of audit findings . Delivering forensic services . We audited four types of forensic services: fingerprints, deoxyribonucleic acid(DNA), forensic medical examinations and illicit drugs. Three of these services accounted for approximately 92 per cent of all forensic services .
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Vlaamse Regering van 19 maart 2010 betreffende de organisatie van de fokkerij van de voor de landbouw nuttige huisdieren; Gelet op het ministerieel besluit van 26 juli 2011 tot erkenning van centra voor varkens ter uitvoering van artikelen 35 en 59, par. 2, van het Fokkerijbesluit van 19 maart 2010;
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YOGA VASISTHA SARA (De essentie van Yoga Vasishtha)

YOGA VASISTHA SARA (De essentie van Yoga Vasishtha) Śrī Ramana Maharṣi 1 - Onthechting 2 - Onwerkelijkheid van de wereld 3 - Kenmerken van de bevrijde 4 - Het oplossen van de geest 5 - Het uitwissen van de onbewuste denk- en voelpatronen. 6 - Meditatie van het Zelf 7 - Methode van Zuivering 8 - Verering van het Zelf
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Training Didactische inzet van ICT - edufit.nl

De rol van facilitator van leerprocessen De mogelijkheden van de didactische inzet van ICT om het onderwijs te verbeteren vraagt ook om beleidsbeslissingen en het ondersteunen van veranderprocessen. Het opschrijven van een visie op de inzet van ICT in het onderwijs is daarbij stap één, het motiveren en stimuleren van docenten om ICT te .
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Personal insurance - Car & Business insurance King Price Insurance

The king's insurance options 5 Things you need to know 7 The stuff you need to do 14 How to claim 16 Our commitment to you 20 Car insurance 22 Car warranty 37 Shortfall cover 45 Scratch and dent 46 Tyre and rim 48 Motorbike insurance 53 Trailer and caravan insurance 64 Watercraft insurance 68 Home contents insurance 77 Buildings insurance 89
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AGRICULTURAL CREDIT ACT NO. 28 OF - FAO

1965 (Wet No. 66 van 1965), aangestel, wat ten opsigte van daardie aangeleentheid, goed of boedel met regsbevoegdheid beklee is; ,,Ministerv die Minister van Landbou; [Omskrywing van ,,h1inisterv vervang deur a. 1 (a) van Wet No. 45 van 1968, deur a. 1 (c) van Wet No. 73 van 1981, deur a.
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Onderwijs- en ExamenRegeling (OER) - Anton de Kom .

1. Het borgen van de kwaliteit van de toetsing. 2. De coordinatie van en controle op examens en tentamens. 3. Het bekrachtigen van tentamenresultaten. 4. Het vaststellen van richtlijnen binnen het kader van het OER om de uitslag van examens vast te stellen. 5. In overleg met de betreffende discipline, verlenen van vrijstelling. 6.
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BIJLAGE I Lijst met door leerlingen geselecteerde werken

3 Beijnum, Kees van - De ordening 1 Beijnum, Kees van - Dichter op zee 1 Beijnum, Kees van - Het mooie seizoen 3 Beijnum, Kees van - Het verboden pad 4 Beijnum, Kees van - Over het IJ 12 Beijnum, Kees van - Paradiso 16 Beijnum, Kees van - Zoon van 2 Beishuizen, Ti
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Musiek van die 'dood'! Of Musiek van die 'lewe'!

Musiek van die 'dood'! Musiek van die 'lewe'! Of Amos 6:5 Wat liedjies sing met begeleiding van die harp, wat net soos Dawid vir hulle musiekinstrumente uitdink! Amos 5:23 Verwyder van My die geraas van jou liedere!En na die geluid van jou harpe wil Ek ( GOD ) nie luister nie.
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van de Europese Unie - Huisvoorklokkenluiders

Gezien het advies van de Rekenkamer (1), Gezien het advies van het Europees Economisch en Sociaal Comité . van de vlaggenstaat met betrekking tot de naleving en de handhaving van het Verdrag betreffende maritieme arbeid, 2006 (PB L 329 van 10.12.2013, blz. 1) en Richtlijn 2009/16/EG van het Europees Parlement en de Raad van 23 april 2009 .
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Gedragscode - dxc 

Preventie, detectie en onderzoek van wangedrag Beheer van de Gedragscode Beheer en handhaving van beleid inzake zakelijk gedrag Beheer van naleving van wet-/regelgeving Training in en bewustzijn van ethiek en naleving Beheer van nalevingsrisico's Programma-administratie van SpeakUp! en OpenLine.
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over dierproeven en proefdieren of Research

bevordering van de naleving van de wettelijke voorschriften en daarmee het bevorderen van het welzijn van proefdieren. De NVWA is met deze manier van inspecteren in staat mede vorm te geven aan het principe van de 3 V's (vervanging, vermindering en vooral verfijning van dierproeven) dat ook de basis is van het dierproefbeleid en de Wet op de .
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Wat is de rol van TWW voor het preventiebeleid van mijn bedrijf

Middelen Sociaal strafwetboek (6 juni 2010) SLIC-document: gemeenschappelijke visie van de hoofden van de inspectiediensten in Europa op het vlak van het beheer van een inspectiedienst De Iso9001-norm over de vereisten van een kwaliteitssysteem De jaarlijkse uitwerking van een operationeel plan De samenwerking met diverse andere diensten: Afdeling
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