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DNS-OVER-HTTPS:HOW DOES ITAFFECT USERQUALITY OFEXPERIENCE?September 2019By: Alan Jones
DNS-over-HTTPS: How Does ItAffect User Quality of Experience?Executive SummaryAs DNS-over-HTTPS (DoH) gains traction to protect DNS users from surveillanceand manipulation, it is important to know how it will affect the quality of the userexperience compared to “regular” DNS. To shed light on this, NetForecastperformed preliminary tests from three geographically distributed US data centersto nine popular websites for eight consecutive days. Initial results show that onaverage DoH adds approximately 77ms to the lookup time compared to DNS. Thislonger lookup time will adversely affect the user experience in cases where DNScalls are invoked many times for a web site or application. Additionally,NetForecast found that DoH as well as DNS performance varies by region as wellas by destination over time.Alan JonesSeptember 2019NetForecast.comSpecifically, NetForecast’s preliminary research findings show that:The average DoH lookup time was 92.2ms, compared to an average DNSlookup time of 15.1ms.DoH lookup times vary over time.DNS lookup times also vary over time, although the variations are not aspronounced as for DoH.Because DoH and DNS lookup times vary over time, their performance shouldbe continuously monitored.DoH performance varies by user location and by content destination.Applications requiring many lookups will be most adversely affected by DoH.BackgroundThe DNS over HTTPS (DoH) protocol is emerging as a more secure alternative toconventional DNS. The DoH protocol, described in Internet Engineering TaskForce RFC 8484, performs DNS lookups using encrypted exchanges defined inthe HTTPS protocol. Proponents of DoH see it as a tool to protect users’ privateinformation. Several browsers currently offer DoH as an option, and it is expectedto become a preferred protocol.Detractors cite a variety of possible issues with mainstream DoH deployment,including: DoH servers as a single point of failure; loss of protection from maliciousURLs; and reduced performance based on increased DNS lookup overhead.NetForecast is uniquely positioned to measure DoH and DNS performancebecause we operate a large network of probes measuring latency and DNS lookuptimes. 2019, NetForecast, Inc.Page 1
MethodologyNetForecast tests initiated both DNS and DoH domain name resolution calls fromcomputers located in Amazon Web Services (AWS) data centers in the WashingtonDC area, Central Ohio, and the San Francisco Bay area to a list of servers to resolveIP addresses. The AWS computer locations were selected to distribute testing acrossthe continental US. NetForecast selected five DNS and two DoH servers for testingbased on their popularity (see figure 1 below).Each AWS instance ran a series of DNS and DoH lookups. The tests rotated throughthe DNS and DoH servers, performing a lookup every 10 seconds. Each test alsorotated the sites used for the lookup from the domain names.Figure 1 - DNS and DoH Servers with Domain Names Used for LookupThe round-trip time for each test was measured and rounded to the nearestmillisecond. Data from each test was then written to a database in real time andstored in a MySQL database hosted on AWS. Data reported here are based onhourly mean values of the 360 samples gathered each hour for each domain-serverpair.ResultsOver the course of the eight days of testing NetForecast made over 175,000measurements from the three AWS test instances. The primary finding is that DoHlookup times are much longer than DNS lookup times. Although longer lookup times 2019, NetForecast, Inc.Page 2
were expected, the actual magnitude of the difference was larger than expected. Forthe entire test period the average DNS resolution time was 15.1ms compared to anaverage DoH lookup time of 92.2ms.Examining the resolution time by server type over the test period, two significantincreases in DoH resolution times occurred on July 10th as Figure 2 shows.DNS – 64.6.64.6 (OpenDNS)DoH - dsn.google.comDoH – dsn.quad9.netDoH IncreasedResolution TimeFigure 2 - Average DNS and DoH Lookup TimesFigure 3 shows the servers responsible for the DoH July 10th resolution timeincreases. All the resolution time increases occurred on the Google DoH server. TheSan Francisco Bay area event was shorter but of a greater magnitude. TheWashington DC and Ohio events were time aligned and lasted longer.Figure 3 - DoH Lookup Times by Region 2019, NetForecast, Inc.Page 3
Related to the event highlighted in Figure 3 was a resolution time increase on thecorresponding DNS servers for Google in the Washington DC and Ohio areas.Increases were also observed on the OpenDNS server in the Washington DC area asFigure 4 shows.Figure 4 - DNS Lookup Times Corresponding to DoH DelaysAn unexpected result was the difference in resolution time by site name (domain).Looking at the extreme case for two well-known sites, there is a remarkabledifference in the resolution time of amazon.com and wikipedia.org (Figure 5). Thisdifference appeared in both the DNS and DoH data.Figure 5 - Composite Resolution Time for Amazon and Wikipedia 2019, NetForecast, Inc.Page 4
Location played a larger than expected role in the resolution time for both DNS andDoH. For the best and worst cases, the delta in the resolution time between the Ohioregion and the Washington DC region was 10.7ms for DNS (Figure 6) and 55.7ms forDoH (Figure 7).DNS – 64.6.64.6 (OpenDNS)DoH - dsn.google.comDoH – dsn.quad9.netFigure 6 - DNS Resolution Times by RegionDuring the test period NetForecast observed a significant increase in resolution timein the CloudFlare server on July 10th as Figure 7 shows.Figure 7 - DoH Resolution Time by Region 2019, NetForecast, Inc.Page 5
ConclusionsNetForecast’s initial test results show that DoH lookup times are longer than DNSlookup times. Longer lookup times will have the most notable adverse effect on usersof applications that require many lookups. Other important research findings are thatDoH performance varies over time and it varies based on the region in which the useris located as well as the destination content server. Additionally, both DoH and DNSservers showed unexpected resolution time variations over the test period.It is important to note that resolution time variations cause significant quality ofexperience problems for users that are impossible to detect or analyze using speedtests alone. Real-world applications that perform multiple name resolution lookups—i.e., news feeds, social media, and online shopping experiences—would experiencethe greatest degradation.Other end-to-end network latency increases will exaggerate the effect of DoH overDNS name resolution. Specialized network measurements like those deployed byNetForecast are a useful tool in detecting issues affecting customer QoE overextended periods or for alarming on real time events.Unexpected differences in resolution time by location and by site name show moretests are required to qualify the influence of these factors. Suggested new testsinclude new server sites and a larger sample of top domain names.NetForecast suggests that website owners and network service providers measureuser experience quality before and after deploying DoH, and that performancemonitoring be continuous because lookup times are inconsistent over time.About NetForecastNetForecast’s portfolio of broadband performance and internet usage accuracysolutions empowers broadband service providers to improve quality of experience,increase revenue, and enhance customer satisfaction. With NetForecast’s in-depthanalysis and reporting, broadband providers can detect and resolve network latency,validate data usage accuracy, reduce billing errors, and identify revenue leakage.Founded in 1999, NetForecast customers, which span mobile, cable, fixed, satelliteand connected transportation businesses, include service providers such asComcast, AT&T, Cox, and Verizon, representing over 100 million broadbandsubscribers globally. For more information, visit NetForecast at www.netforecast.com. 2019, NetForecast, Inc.Page 6
NetForecast selected five DNS and two DoH servers for testing based on their popularity (see figure 1 below). Figure 1 - DNS and DoH Servers with Domain Names Used for Lookup Each AWS instance ran a series of DNS and DoH lookups. The tests rotated through the DNS and DoH 
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Cisco Spaces: Connector 2.x Command Reference Guide 


DNS Servers can be added, edited, or removed 1. Add DNS Server Press 1 2. Edit DNS Server Press 2 3. Remove DNS Server Press 3 4. Exit Press 4 Please select an option from the list above [4]: 1 Added DNS Servers: Please enter the DNS Server: 10.8.8.8 DNS Server Configuration DNS Servers can be added, edited, or removed 1. Add DNS .









7 Views




1m ago






















BIG-IP DNS - F5, Inc. 


DNS latency can be reduced by enabling a DNS cache on BIG-IP DNS and having it respond immediately to client requests. BIG-IP DNS can consolidate the cache and increase the cache hit rate. This reduces DNS latency up to 80 percent, with F5 DNS Caching reducing the number of DNS queries for the same site. When used in hardware on the F5 VIPRION 
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ECE 2305: Introduction to Communications and Networks D-term 2014 ... 


In its most basic operation, nslookup tool allows the host running the tool to query any speci ed DNS server for a DNS record. The queried DNS server can be a root DNS server, a top-level-domain DNS server, an authoritative DNS server, or an intermediate DNS server (see the textbook for . the local DNS server returned these \for free" and .
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Performance comparison of DNS over HTTPS to … 


DNS measurement tool Flamethrower with DNS over HTTPS capability. This imple-mentation is used to query a server that we have set up. This server runs Dnsdist and Unbound to provide DNS and DNS over HTTPS on a single host. We will query two of these servers with a di erent number of c
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Configuring DNS Forwarding in NSX-T - Koenig-solutions.com 


A DNS Forwarder is a Domain Name System (DNS) server on a network used to forward DNS queries for external DNS names to DNS servers outside of that network. Also, the forwarding of queries according to specific domain names is known as conditional forwarding. In this article, we will take a look at configuring DNS forwa
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DNS FAILOVER FOR HIGH AVAILABILITY - Managed DNS, DNS Failover, GEO DNS ... 


DNS FAILOVER FOR HIGH AVAILABILITY authoritative DNS to fortify your on-prem or cloud based infrastructure. Our global server monitoring and DNS failover helps your online business get that much closer to delivering the holy grail of availability - 99.999% uptime. Test from up to seven global locations and failover to a backup IP address instantly.
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Affect User Quality of Experience? DNS-over-HTTPS: How … 


NetForecast selected five DNS and two DoH servers for testing based on their popularity (see figure 1 below). Figure 1 - DNS and DoH Servers with Domain Names Used for Lookup Each AWS instance ran a series of DNS and DoH lookups. The tests rotated through the DNS and DoH 
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20 Reasons Nurses Love Working for the Veterans Health ... 


counseling and consultation for little or no cost to the employee. VA offers up to 15 days a year of military leave support for reservists and National Guard, and supports our nurses’ ability to serve both their country and Veterans. VA employees have the benefit of the Federal Employee Retirement System and Thrift Savings Plan. VA also offers continuation of federal service from .
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Quotes within Quotes: When Single (') and Double (") Quotes . - SAS

Here the outside double quotes are replaced by a single quote and the apostrophe is replaced by two single quotes. This works because when the parser sees two single (or double) quotes immediately following each other, the parser resolves them into one quote mark after the closing quote has been determined.
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What These Inspirational Quotes Say 

Self Motivation Quotes Success Quotes Teacher Quotes And after reading all of these inspirational quotes you’d like to share which quotation is . -- Brian Tracy "You must constantly ask yourself these questions: Who am I around? What are they doing to me? Wha
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Personal insurance - Car & Business insurance King Price Insurance

The king's insurance options 5 Things you need to know 7 The stuff you need to do 14 How to claim 16 Our commitment to you 20 Car insurance 22 Car warranty 37 Shortfall cover 45 Scratch and dent 46 Tyre and rim 48 Motorbike insurance 53 Trailer and caravan insurance 64 Watercraft insurance 68 Home contents insurance 77 Buildings insurance 89
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Quotations - Free Website Builder: Create free websites

cards, but sometimes, playing a poor hand well." . 50th Birthday Quotes 60th Birthday Quotes And there are more. Funny Birthday Quotes Cute Birthday Quotes . it a try, itʼs free. Triumph over failure can be a
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The Top 100 Motivational & Inspirational Quotes for 2015

I've spent hours crawling through the web trying to find the best quotes to keep me motivated and inspired all throughout the New Year. I've saved hundreds of quotes on my laptop and figured that words alone could motivate and inspire me. but if I couple the quotes




2y ago




311 Views






















Inspirational Quotes - Guideposts

Inspirational Quotes Inspiring quotes are like vitamins for the soul. From the heartfelt to the humorous, the words of wisdom you’ll find here will strengthen your faith, lift your spirits, and even spark a positive change in your life. This collection of some our favorite inspirational quotes from religious figures, world leaders, authors,
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Gold Tier - MAPFRE Insurance

Foy Insurance of MA, LLC 198 Frank Consolati Insurance Agency, Inc. 198 County Insurance Agency, Inc. 198 Woodrow W Cross Agency 214 Woodland Insurance Agency, Inc. 214 Tegeler Insurance Services of CT, Inc. 214 Pantano/VonKahle Insurance Agency, Inc. 214 . Hanson Insurance Agency, Inc. 287 J.H. Slattery Insurance Agency, Inc. 287
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Common Questions About Home Insurance

Homes with good security will generally be offered lower insurance quotes than the equivalent homes with poor security. In fact, some insurers may not offer quotes at all for homes with poor security. Contents Insurance Is money automatically covered? Most insurance policies will cover a limited amount of money (say up to 500) as part of
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Consumer Guide to Auto Insurance - csimt.gov

consumer guide to auto insurance contents introduction to auto insurance 1 understanding your auto insurance policy 2 required auto insurance 3 optional types of auto insurance 4-5 getting the right coverage 6 accidents and violations 7 how to shop for auto insurance 8 shopping tips 9 frequently asked questions 10-11 insurance complaints/when you have a problem 12
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Industry Observations Insurance Industry

Jun 30, 2019 · 6/17/2019 Commercial Insurance Branch of Extraco Banks, N.A. Higginbotham Insurance Group, Inc. Insurance Brokers NA 6/13/2019 Links Insurance Services, LLC World Insurance Associates LLC Property and Casualty Insurance NA 6/13/2019 Abram Interstate Insurance Services, Inc. Risk Placement Services, 
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Life Insurance Buyer's Guide Life Insurance - National Association of .

Life Insurance uers uide Naional ssociaion of Insurance Commissioners Compare the Different Types of Insurance Policies There are many types of life insurance pol-icies. You should choose a policy with fea-tures that fit your individual needs. Some things to consider are: Term Insurance vs. Cash Value In-surance. Term insurance is intended to
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your guide to understanding auto ins in nh - New Hampshire

Hampshire Insurance Department does not mandate or set Auto Insurance Rates. Auto Insurance Rates will vary by insurance company. This guide is intended to give New Hampshire consumers basic information on auto insurance. It suggests ways to: Lower the cost of your auto insurance, shop for Auto insurance and, file an auto insurance claim.
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18.01.41 - REPLACEMENT OF LIFE INSURANCE AND ANNUITIES - Idaho

Department of Insurance Replacement of Life Insurance and Annuities. Page 3. 04. Existing Life Insurance or Annuity. "Existing Life Insurance or Annuity" means any life insurance or annuity in force, including life insurance under a binding or conditional receipt or a lif e insurance policy or annuity that is within an unconditional refund period.
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EXAMINATION REPORT OF THE ADMIRAL INSURANCE COMPANY AS OF . - Delaware

Berkley Regional Specialty Insurance Comp 31295 DE Carolina Casualty Insurance Company 10510 IA Clermont Insurance Company 33480 IA Continental Western Insurance Company 10804 IA Firemen's Insurance Com pany of Wash, D.C. 21784 DE Gemini Insurance Company 10833 DE Great Divide Insurance Company 25224 ND
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American International Group, Inc. - Federal Reserve

American General Life Insurance Company AGL U.S. Life Insurance Company AGC Life Insurance Company AGC Life U.S. Life Insurance Company The United States Life Insurance Company in the City of New York U.S. Life U.S. Life Insurance Company The Variable Annuity Life Insurance Company VALIC U.S. Life Insurance Company
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