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DNS-over-HTTPS: How Does ItAffect User Quality of Experience?Executive SummaryAs DNS-over-HTTPS (DoH) gains traction to protect DNS users from surveillanceand manipulation, it is important to know how it will affect the quality of the userexperience compared to “regular” DNS. To shed light on this, NetForecastperformed preliminary tests from three geographically distributed US data centersto nine popular websites for eight consecutive days. Initial results show that onaverage DoH adds approximately 77ms to the lookup time compared to DNS. Thislonger lookup time will adversely affect the user experience in cases where DNScalls are invoked many times for a web site or application. Additionally,NetForecast found that DoH as well as DNS performance varies by region as wellas by destination over time.Alan JonesSeptember 2019NetForecast.comSpecifically, NetForecast’s preliminary research findings show that:The average DoH lookup time was 92.2ms, compared to an average DNSlookup time of 15.1ms.DoH lookup times vary over time.DNS lookup times also vary over time, although the variations are not aspronounced as for DoH.Because DoH and DNS lookup times vary over time, their performance shouldbe continuously monitored.DoH performance varies by user location and by content destination.Applications requiring many lookups will be most adversely affected by DoH.BackgroundThe DNS over HTTPS (DoH) protocol is emerging as a more secure alternative toconventional DNS. The DoH protocol, described in Internet Engineering TaskForce RFC 8484, performs DNS lookups using encrypted exchanges defined inthe HTTPS protocol. Proponents of DoH see it as a tool to protect users’ privateinformation. Several browsers currently offer DoH as an option, and it is expectedto become a preferred protocol.Detractors cite a variety of possible issues with mainstream DoH deployment,including: DoH servers as a single point of failure; loss of protection from maliciousURLs; and reduced performance based on increased DNS lookup overhead.NetForecast is uniquely positioned to measure DoH and DNS performancebecause we operate a large network of probes measuring latency and DNS lookuptimes. 2019, NetForecast, Inc.Page 1
MethodologyNetForecast tests initiated both DNS and DoH domain name resolution calls fromcomputers located in Amazon Web Services (AWS) data centers in the WashingtonDC area, Central Ohio, and the San Francisco Bay area to a list of servers to resolveIP addresses. The AWS computer locations were selected to distribute testing acrossthe continental US. NetForecast selected five DNS and two DoH servers for testingbased on their popularity (see figure 1 below).Each AWS instance ran a series of DNS and DoH lookups. The tests rotated throughthe DNS and DoH servers, performing a lookup every 10 seconds. Each test alsorotated the sites used for the lookup from the domain names.Figure 1 - DNS and DoH Servers with Domain Names Used for LookupThe round-trip time for each test was measured and rounded to the nearestmillisecond. Data from each test was then written to a database in real time andstored in a MySQL database hosted on AWS. Data reported here are based onhourly mean values of the 360 samples gathered each hour for each domain-serverpair.ResultsOver the course of the eight days of testing NetForecast made over 175,000measurements from the three AWS test instances. The primary finding is that DoHlookup times are much longer than DNS lookup times. Although longer lookup times 2019, NetForecast, Inc.Page 2
were expected, the actual magnitude of the difference was larger than expected. Forthe entire test period the average DNS resolution time was 15.1ms compared to anaverage DoH lookup time of 92.2ms.Examining the resolution time by server type over the test period, two significantincreases in DoH resolution times occurred on July 10th as Figure 2 shows.DNS – 64.6.64.6 (OpenDNS)DoH - dsn.google.comDoH – dsn.quad9.netDoH IncreasedResolution TimeFigure 2 - Average DNS and DoH Lookup TimesFigure 3 shows the servers responsible for the DoH July 10th resolution timeincreases. All the resolution time increases occurred on the Google DoH server. TheSan Francisco Bay area event was shorter but of a greater magnitude. TheWashington DC and Ohio events were time aligned and lasted longer.Figure 3 - DoH Lookup Times by Region 2019, NetForecast, Inc.Page 3
Related to the event highlighted in Figure 3 was a resolution time increase on thecorresponding DNS servers for Google in the Washington DC and Ohio areas.Increases were also observed on the OpenDNS server in the Washington DC area asFigure 4 shows.Figure 4 - DNS Lookup Times Corresponding to DoH DelaysAn unexpected result was the difference in resolution time by site name (domain).Looking at the extreme case for two well-known sites, there is a remarkabledifference in the resolution time of amazon.com and wikipedia.org (Figure 5). Thisdifference appeared in both the DNS and DoH data.Figure 5 - Composite Resolution Time for Amazon and Wikipedia 2019, NetForecast, Inc.Page 4
Location played a larger than expected role in the resolution time for both DNS andDoH. For the best and worst cases, the delta in the resolution time between the Ohioregion and the Washington DC region was 10.7ms for DNS (Figure 6) and 55.7ms forDoH (Figure 7).DNS – 64.6.64.6 (OpenDNS)DoH - dsn.google.comDoH – dsn.quad9.netFigure 6 - DNS Resolution Times by RegionDuring the test period NetForecast observed a significant increase in resolution timein the CloudFlare server on July 10th as Figure 7 shows.Figure 7 - DoH Resolution Time by Region 2019, NetForecast, Inc.Page 5
ConclusionsNetForecast’s initial test results show that DoH lookup times are longer than DNSlookup times. Longer lookup times will have the most notable adverse effect on usersof applications that require many lookups. Other important research findings are thatDoH performance varies over time and it varies based on the region in which the useris located as well as the destination content server. Additionally, both DoH and DNSservers showed unexpected resolution time variations over the test period.It is important to note that resolution time variations cause significant quality ofexperience problems for users that are impossible to detect or analyze using speedtests alone. Real-world applications that perform multiple name resolution lookups—i.e., news feeds, social media, and online shopping experiences—would experiencethe greatest degradation.Other end-to-end network latency increases will exaggerate the effect of DoH overDNS name resolution. Specialized network measurements like those deployed byNetForecast are a useful tool in detecting issues affecting customer QoE overextended periods or for alarming on real time events.Unexpected differences in resolution time by location and by site name show moretests are required to qualify the influence of these factors. Suggested new testsinclude new server sites and a larger sample of top domain names.NetForecast suggests that website owners and network service providers measureuser experience quality before and after deploying DoH, and that performancemonitoring be continuous because lookup times are inconsistent over time. 2019, NetForecast, Inc.Page 6
NetForecast selected five DNS and two DoH servers for testing based on their popularity (see figure 1 below). Figure 1 - DNS and DoH Servers with Domain Names Used for Lookup Each AWS instance ran a series of DNS and DoH lookups. The tests rotated through the DNS and DoH 
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another term: “user experience”. User experience in turn is deﬁ ned as the experienced quality of an interactive system from the perspective of those directly using the system. User experience results from the personal experience with a system, e.g. “wow, that was simple”, but also from the experience of others communicating their
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Introduction Types of styles OpenOffice.org Writer has five types of styles: Paragraph styles affect a an entire paragraph. Character styles affect a block of text inside a paragraph. Page styles affect page formatting (page size, margin and the like). Frame styles affect frames and graphics. Numbering styles affect numbered lists and bulleted lists.
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Do different colors of light affect the direction of plant growth? Do sounds (music, noise, etc.) affect plant growth? What are the effects of acid rain on plant growth? Do household detergents affect plant growth? Does soil temperature affect root growth? Does caffeine affect plant growth? 
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Recommender systems: from algorithms to user experience 


the user experience of the recommender. By user experience we mean the delivery of the recommendations to the user and the interaction of the user with those rec-ommendations. The user experience necessarily includes algorithms, often extended from their original form, but these algorithms are now embedded in the context of the application.
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Emotion-driven Level Generation - Yannakakis 


The four user experience modeling options are detailed in the taxonomy of section 3. user (see Figure 1). In particular, the key components of experience-driven PCG for level generation are: User experience model: user experience is modeled as a function of game con-tent and the user. The user considered can be either a player (i.e., ﬁrst .
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The Bubble Map is for describing using adjectives; Identifying the sensory, logical and emotional qualities of any topic or concept. Who Am I, My Story: My Qualities - Bubble Map name quality quality quality quality quality examples influences name quality quality quality quality quality 8 your name name 2
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Dear Members of the Harvard Community,

Life science graduate education at Harvard is comprised of 14 Ph.D. programs of study across four Harvard faculties—Harvard Faculty of Arts and Sciences, Harvard T. H. Chan School of Public Health, Harvard Medical School, and Harvard School of Dental Medicine. These 14 programs make up the Harvard Integrated Life Sciences (HILS).
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Harvard University Press, 1935) and Harvard College in the Seventeenth Century (Cambridge: Harvard University Press, 1936). Quotes, Founding of Harvard, 168, 449. These works are summarized in Three Centuries of Harvard (Cambridge: Harvard U
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